Abstract. With the successive development of the Internet, a mass of resources are shared on the Internet, which is a double-edged sword, for it benefits the people on one hand but its free spreading impairs the interests of some people on the other hand. In order to prevent the rights of digital products from being impaired, relevant watermarking techniques have been proposed to certify and control the usage of multimedia. In combination with the features of the human auditory system (HAS), the article brings forward a time-domain audio digital watermarking algorithm. The algorithm embeds the binary image, as a watermark, into the audio signal. In order to reduce the relevancy among pixels of the watermark image and enhance the security of the watermark image, the Arnold scrambling transform is adopted to scramble the watermark image to be embedded. Finally, experiments are carried out to verify the perceptual transparency, security and robustness of the algorithm.
Introduction
The discrete cosine transform (DCT transform) is a mathematical operation tightly related to the Fourier Transform. In the Fourier expansion, if the expanded function is a real even function, the Fourier series only contain cosine term, which is then discretized to obtain a cosine transform, which is called the discrete cosine transform accordingly.
The one-dimensional discrete cosine transform and inverse transform are defined as follows:
Where, is defined as:
2 Realization of DCT Digital Audio Watermarking Algorithm
Data Preparation
Supposing A is the original audio signal with the data length as L, the following formula can be obtained:
Where, is the amplitude of the uth datum, and p is the digit used by each datum. Read the audio signal and save the original audio frequency in the variable A , L is used to store the length of the audio frequency A ;
Supposing W is the watermark, which is an image, then ;
Non-binary image should be binarized firstly ; after binarization, the watermark BW can be expressed in the following formula: (5) Where, ; Here, the binary image is used. To embed the image into a one-dimensional digital audio signal, the two-dimensional image must be translated into one-dimensional sequences.
The formula is as follows:
Watermark Embedding (DCT)
Before the watermark is embedded into the audio signal, the audio signal should be segmented. Supposing the number of gross data is L and each audio segment contains N data, the length N of the audio segment should be greater than 8 in order to ensure that the digital watermarking has sufficient robustness and perceptible transparence, for the watermarking quality of the digital audio signal may be lowered if N is too small. The whole audio signal can be divided into L\N audio segments, saying:
For all pixels to be embedded into the watermark, it should be considered that the spread spectrum modulation has been done for the watermark before embedding, and the data length of the original digital audio signal should meet the following condition:
The original digital audio signal can be divided into two parts relevant or irrelevant to the embedded watermark, with the relevant part expressed as and the irrelevant part as . In order to improve the robustness and perceptual transparency of the watermark, we only embed a one-bit watermark information in each audio segment, saying . Calculate the BW length and assign the obtained row number and column number to and , respectively. The data number in each section after the audio segment is expressed as N, which should be an integer bigger than 8. Supposing N=10, then
; if i is between 1 and the length, the rows from 1 to the length relative to A form a matrix , ; If i is between the length and L, the rows from the length to L relative to A form the matrix , ;
is divided into data segments, with the formula as follows:
Were, is the mth audio segment expressed as follows:
Establish an elementary cell B, and each audio segment is an element of B, ; As the watermark should be embedded as a noise into the original audio data, the embedded watermark cannot affect the tone quality and usage of the digital audio. According to the human auditory system (HAS), we choose the important audio segment to embed the watermark. Then, the discrete cosine transform is conducted for each audio segment selected as per the following formula:
Where, refers to the nth coefficient for the discrete cosine transform of the kth audio segment . Considering the frequency domain masking of the human auditory system (HAS), we choose the bigger medium-high frequency coefficient in the discrete cosine transform domain of the kth audio segment to embed the watermark, and in this algorithm, the coefficient in the discrete cosine transform domain is selected to embed the watermark. To revise the medium frequency coefficient , the element in the sequence V is embedded as per the following formula:
Where, a is a coefficient used to control the variance of the medium frequency coefficient. If a is too small, the embedded watermark has a poor robustness; if a is too big, a high noise may be produced for the original audio signal, affecting its audio quality. Finally, E, instead of , is substituted in the formula : The last one-dimensional sequence G is the audio sequence after watermark embedding. Figure 2 shows the audio wave watermarking after watermark embedding.
Extraction of Watermark
The watermark extraction and detection is a blind test, which does not require original digital audio signal. Its process starts from audio treatment.
At first, treat the audio segment ; choose an important audio segment , and then carry out the discrete cosine transform for the selected audio segment: . Take the watermark information from the discrete cosine transform domain as per the following formula: (14) a is the coefficient used to control the variance of the medium frequency coefficient.
The reconstructed is the extracted watermark.
DCT Watermark Attack Test
When firstly observing the perceptual transparency of the watermark in an intuitive perspective, we can find that a minimal noise is produced in the audio frequency after watermark embedding, which shows that the watermark is questionable in the perceptual transparency to a certain extent, which requires further intensive study. Common attacks are launched against the watermark-embedded audio to test the robustness and frangibility of the watermark.
Format Conversion
Format conversion is one of the commonest audio processing methods, which transforms the audio into different forms for compression. Lossless compression has no special effect on the audio quality, but the transform of the fixed format forms a kind of attack to the watermark embedded later. The original audio is a wav audio file and the watermark image is in jpeg format. Figure 3 is a comparison between original watermark and the watermark extracted in normal process.
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Fig. 3. Watermark Comparison
The watermark, extracted by transformation into MP3 format, becomes blurry, but its shape can still be recognized. After transformed from MP3 into WAV again, the watermark is still not clear enough, which means the MP3 compression is a loss compression, for high frequency signal is omitted to a certain extent. After the watermark is transformed into WAV, its difference is much close to the difference when transformed into MP3, which means the audio loss of the compression into WAV format is smaller. After the format conversion, the watermark image can still be discriminated, which means this watermark has certain robustness to format conversion.
Addition of White Noise
The addition of white noise is a common attack, which is used to spoil the watermark and make it inextricable normally.
Fig. 4. Watermark after White Noise Added
With the continual decrease of the signal-noise ratio, the quality of the watermark decreases gradually. Fig.4 shows the watermark extracted after white noise is added. (a) When the signal-noise ratio is 90%, the watermark is quite similar to the original watermark; (b) When the signal-noise ratio is 70%, the watermark is still clear although the noise appears; (c) When the signal-noise ratio is 50%, the watermark becomes not clear enough, but its outline can still be recognized; (d) When the signalnoise ratio is 30%, the watermark almost disappears and is out of work. Only when the signal-noise ratio is small, the watermark image is out of work. Therefore, the robustness of the watermark to the white noise is very good.
Conclusions
The DCT domain based digital audio watermarking algorithm is to embed the watermark information into the audio signal. At first, the discrete cosine transform is carried out for the audio signal and then the watermark is embedded into the highfrequency coefficients of the audio signal, for which the masking effect of the human auditory system (HAS) has been made full use of. After that, the watermarkembedded audio signal is obtained by the inverse discrete cosine transform. This embedding method is advantageous in flexible embedding position, intensity and so on, but disadvantageous in underutilization of redundant information of the original audio signal. The blind test of the watermark can be realized by quantizing watermark information. Finally, the watermark attack test proves that the watermark algorithm has preferable robustness and perceptual transparency.
